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Abstract: This paper presents a multi-layer software re-
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1 Introduction
Technology scaling in the nano-era has led to various reli-
ability threats (like increased susceptibility to soft errors,
aging, manufacturing-induced variations, power density
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and thermal issues, etc.) that hamper the cost-effective
applicability of scaled technologies. As a result, relia-
bility/dependability has emerged as a first-class design
constraint. Earlier approaches have mitigated reliability
threats mainly at the device, circuit, and architecture lay-
ers. Within the past decade, several cross-layer techniques
have evolved that engage twoormoreadjacent layers (e. g.,
circuit and architecture or architecture and operating sys-
tem) to improve the full system reliability. A comprehen-
sive survey of reliability techniques at different design ab-
stractions can be found in [1].

These reliability threats mainly arise at the device
level and propagate to the upper design layers, ultimately
jeopardizing the correct application software execution [1,
2]. In particular, such errors are of serious concern for the
safety-and mission-critical applications. Moreover, a real-
world system executes tasks with mixed criticality that re-
quire special reliability considerations.

The resilience of a system highly depends upon how
errors propagate from the lower layers to the higher system
layers because different system layers manifest distinct
masking effects like, logical masking at the circuit level,
architecture-level masking, and program-level masking
(e. g., due to the control and data flow). Therefore, in order
to effectively mitigate multiple reliability threats, besides
multiple hardware layers, it is crucial to develop reliability
methods at multiple software layers (like application, com-
piler, and operating system) and to engage them in a syn-
ergistic design and operational flow. Exploration of syner-
gistic interactions between all software layers and avail-
able run-time tradeoffs have not yet been explored in the
literature and it requires proactive optimization and adap-
tation of multiple software layers to each other.

Recently thework in [3] introduced thenotionofmulti-
layer reliability that refers to engaging, optimizing, and/or
adapting typically more than two hardware and/or soft-
ware layers (adjacent or non-adjacent in the system hier-
archy) at design or run-time to optimize the full system re-
liability in a cost-effective way. Following this notion, in
this paper, we present a holistic modeling and optimization
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Figure 1:Multi-Layer Software Reliability: An Overview of the Design and Optimization Flow.

flow for multi-layer software reliability targeting unreliable
or partially hardened hardware.

This paper is part of the DFG funded priority program
SPP 1500 “Dependable Embedded Systems”¹ [4, 5] and
covers the software-related projects namely GetSURE [6],
DanceOS [7, 8], ASTEROID [9], and FEHLER [10]. This pa-
per is part of the IT special issue on “Embedded Sys-
tems”.Other papers fromSPP 1500 in this issueare: “Adap-
tive Multi-Layer Techniques for Increased System Depend-
ability” [11] and “Application-awareCross-LayerReliability
Analysis and Optimization” [12].

2 Multi-layer software reliability
Figure 1 presents an overview of our multi-layer software
reliability framework for homogeneous/heterogeneous
processors consisting of unprotected and partially/fully
hardened cores. Depending upon the varying resilience
properties of different applications, an appropriate core

1 http://spp1500.itec.kit.edu/

can be allocated under constrained scenarios. In the soft-
ware layers, Figure 1 illustrates different system abstrac-
tions like (1) Aspect-Oriented Programming; (2) Reliability-
Driven Compilation; (3) Resilient Application Design;
(4) Reliable Operating System (OS) Services and Architec-
ture; and (5) Dynamic Reliability Analysis.

The application and operating system can be pro-
grammed using aspect-oriented programming (Section 4)
that allows programmers to implement fault-tolerant
mechanisms within the application software. Similarly
both application and operating system can be compiled
using a reliability-driven compiler (Section 5) to improve
their fault tolerance. At run-time, the resilient or non-
resilient application code is executed using an OS (Sec-
tion 6) which is not only itself reliable but also provides
other services for reliable application execution that is
evaluated using dynamic reliability analysis (e. g., using
fault injection). Enabling efficient reliability optimization
at these software layers also requires corresponding relia-
bility models at appropriate granularity (Section 3).

The reliability modeling and estimation flow is bottom-
up because the errors occur at the hardware-layer which
propagate and manifest (e. g., as bit flips) at the software-
layer. For reliability optimization, we followa top-downflow
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as functional and timing correctness depend upon appli-
cation characteristics and user requirements. For efficient
reliability modeling and optimization, our framework re-
quires key information from the hardware layers along
with the chip process variation and thermal maps.

In the following, we explain the key components of
our multi-layer software reliability framework.

3 Multi-layer software reliability
modeling

Figure 2 illustrates our concept of multi-layer reliability
modeling with the information exchange across different
layers for accurate reliability estimation. Software-level
reliability models need to be adapted to the appropriate
granularity of each particular software layer while also
accounting for the hardware-level knowledge in order to
bridge the gap between the hardware and software. At the
hardware-layer, we consider the parameters like (1) prob-
ability of fault of different processor components obtained
through a detailed gate-level soft error analysis [13], (2) ag-
ing estimation of different logic elements at the circuit-
level [14], (3) spatial and temporal vulnerabilities of dif-
ferent instructions executing through different processor
components [2, 15]. At the software-level, we account for
control and data flow graphs (CDFG), basic block execu-
tion probabilities, register live-in and live-out information,
etc. Note, the hardware-level parameters may be highly af-
fected by the software characteristics, like switching activ-
ity depends upon the input data and CDFG. Similarly soft
error rates and aging can be affected by temperature and
voltage-frequency levels that are affected by the decisions

Figure 2:Multi-Layer Software Reliability Modeling and Estimation
Considering Hardware-Level Information.

taken by the operating system. Therefore, joint considera-
tion of hardware- and software-level parameters and their
interdependencies is of key importance.

Towards this end, we developed reliability estimation
models at instruction and basic block levels for reliability-
driven compilation, and at function/task level for the
reliability-driven run-time system. Our Instruction Vulner-
ability Index (IVI), Instruction Masking Index, and Error
Propagation Index models estimate the error vulnerabil-
ities, error masking probabilities, and error propagation
effects, respectively, at the instruction granularity (see
model details in [2, 14, 16]). These models are used to
characterize the reliability importance of instructions in
a given CDFG and are also used as input to derive the reli-
ability at function/task granularity.

4 Language support for reliability
A software developer can implement fault-tolerancemech-
anisms within the application software. For example, crit-
ical data structures can be protected by checksums to de-
tectmemory errors. Exploiting the developer’s knowledge,
less critical data is left unprotected to optimize for perfor-
mance. However, the resulting error detection code tends
be to scattered across many modules where a checksum
is needed. In general, intermixing fault-tolerance with the
core logic of the application not only increases software
complexity, but it is also a tedious and error-prone task.

To address this problem, we developed the As-
pectC++ [17] programming language and compiler, which
supports the modular implementation of reliability mech-
anisms. The key concept is to separate a reliability mech-
anism’s implementation (i. e., the what) from the source
code locations it is applied to (i. e., the where). Figure 3
illustrates this separation with an example: A memory-
error detection aspect constitutes a reusable module
that augments certain data structures by a checksum.

Figure 3:Modular and generic memory-error detection implemented
in the AspectC++ programming language.
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The pointcut expression textually describes the software
components to be hardened by error detection. This ex-
ample considers the Scheduler data structure from the
operating-system layer (OS) and the Task1 data struc-
ture from the application layer to be critical. The follow-
ing advice extends those data structures by a checksum,
whereas the remaining pieces of advice implement the ac-
tual error detection, which is carried out before and after
function calls to such data structures.

We successfully applied similar dependability aspects
to the embedded Configurable operating system (eCos) [18]
and the memcached [8] application software. Extensive
fault-injection experiments indicate that operating-system
failures caused by errors in the kernel data structures are
thereby reduced to below 0.06%.

Furthermore, we have developed transparent major-
ity voting [8] and two fault-tolerance aspects that avoid
control-flow errors caused by hardware faults in main
memory, cache, bus, and CPU. In particular, the dynamic
dispatch of virtual functions in C++ [19] and procedure
calls in C/C++ code [20] are protected against hardware
faults.

The strengths of aspect-oriented fault tolerance are
the applicability to every layer in the software stack, and
the exploitation of programmer’s high-level knowledge.
On the other hand, source code alone provides no insights
into low-level details such as the machine code and com-
piler optimizations as discussed below.

5 Reliability-driven compilation
A reliability-driven compiler offers significant opportu-
nities to generate reliable application code for unreli-
able or partially hardened hardware platforms. For ef-
fective reliability improvements, both hardware knowl-
edge (e. g., number of available registers, area and logi-
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Figure 4:Overview of the Reliability-Driven Compiler.

calmasking properties of different processor components)
and software characteristics (e. g., variable lifetime, in-
struction types and dependencies, basic block execution
probabilities) need to be considered. In the following,
we will discuss how different front-/middle-/back-end al-
gorithms in a compiler can be re-designed under reli-
ability considerations. In particular, we will present an
overviewof our reliability-driven transformations, instruc-
tion scheduling, and selective instruction protection tech-
niques. Our reliability-driven compiler (see Figure 4) ap-
plies these techniques to generate multiple reliable code
versions with diverse reliability and execution time prop-
erties. These multiple versions facilitate the run-time sys-
tem (see Section 6.1) to explore the reliability-performance
optimization space at run-time, considering varying fault
rates and resilience/performance properties of the concur-
rently executing applications [6].

5.1 Reliability-driven transformations

The key goal of our reliability-driven transformations is
to minimize the error probabilities (both SDCs – Silent
Data Corruptions and Application Failures) by reducing
the spatial and temporal vulnerabilities (e. g., by reducing
the register content and control flow vulnerabilities) and
number of critical instruction executions (such as load,
store, branches, etc.) under user-provided performance
overhead constraints. In [2, 15], we proposed the follow-
ing four transformations and investigated their impact on
the software code reliability (see Figure 4).
1. Reliability-Driven Data Type Optimization targets re-

ducing the number of critical instruction executions
by transforming the smaller bit-width data types into
larger bit-width data types for given data structures,
while minimizing the function vulnerabilities.
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2. Reliability-Driven Loop Unrolling determines an un-
rolling factor that jointly minimizes the spatial and
temporal vulnerabilities of different instructions un-
der performance and code size constraints. It explores
the tradeoff between reduced loop evaluation instruc-
tions and vulnerabilities of live register variables.

3. Reliability-Driven Common Expression Elimination and
Operation Merging reduces the vulnerabilities by re-
moving identical expressions and/or merging par-
tially common sub-expressions. It investigates the re-
liability effects (e. g., reduced SDCs) of recomputation
and register variables with increased lifetime while
also accounting for register spilling.

4. Reliability-Driven Online Table Value Computation
evaluates whether precomputed table values with in-
creased memory vulnerability would be beneficial
from the overall function reliability perspective or the
online computation with increased instruction vul-
nerabilities in the pipeline.

When comparing to performance-optimized transforma-
tions, our reliability-driven transformations result in 60%
reduced application failures and on average 57% reduced
application vulnerabilities leading to reduced SDCs [15].

5.2 Reliability-driven instruction scheduling

The instruction scheduler determines the instruction exe-
cution sequence that directly influences their vulnerabil-
ities in different processor components. A performance-
driven scheduler may degrade the software reliability,
for instance, by scheduling critical instructions after
a pipeline stalling instructions or increased spatial vulner-
ability due to increased register usages. In contrast, our
soft error driven instruction scheduler [21] improves the
software reliability by prioritizing the instructionswith the
highest reliability-weight, which is a joint function of stat-
ically estimated spatial and temporal vulnerabilities [22],
instruction’s criticality, probabilities of different program
errors, and number of dependent instructions (see Fig-
ure 4). It employs a lookahead-based heuristic to evaluate
the reliability weights of different scheduling candidate
instructions in conjunction with their dependent instruc-
tions, thus minimizing the risk of scheduling a critical in-
struction after a multi-cycle or a pipeline stalling instruc-
tion (if possible). On average, our scheduler provides 22%
reduced application program failures compared to state-
of-the-art schedulers [21].

5.3 Reliability-driven instruction protection

Full-scale instruction redundancy techniques like
EDDI [23] incur significant energy, code size/memory,
and performance overhead and thus cannot be applied
in resource-constrained (embedded) systems. Moreover,
different instructions in an application program exhibit
varying reliability importance due to their diverse error
vulnerability and masking properties as a result of chang-
ing data and control flow behavior. For such scenarios,
we employ a constrained instruction protection tech-
nique [16] that selectively applies redundancy to a subset
of instructions with the highest reliability profit value
under a given performance overhead constraint. The
reliability profit is computed as a joint function of instruc-
tion vulnerabilities, error masking probabilities, error
propagation effects, and protection overhead. In case of
sequential dependencies, it may be beneficial to jointly
protect a group of instructions as the voting and checking
is only required at the end of the sequential group, thus
incurring a reduced protection overhead. Compared to
state-of-the-art software protection schemes, our con-
strained instruction protection technique improves the
reliability efficiency by 30%–60% [16] on average.

5.4 Reliability-driven type annotation

To reduce the data protection overhead, our compiler
automatically classifies error-affecting data in the front-
end through source-to-source compilation techniques and
static code analysis. The data is classified according to the
impact of soft errors on the application execution, i. e.,
resulting in application failures (e. g., due to erroneous
pointers) or incorrect output (e. g., bit flips in the output).
To enable this, the reliability-driven compiler employs two
reliability type qualifiers: reliable and unreliable. Reliable
data is expected to require error-protection mechanisms
and will otherwise result in application failures, while the
unreliable data can be left unprotected while allowing for
output errors, if tolerable by the application user. More-
over, the unreliable data should not lead to application
failures or unrecoverable system states. To increase the po-
tential of unreliable annotations, the compiler only anno-
tates data as reliable which are used as pointers, in offset
calculations, can have influences on the control flow, or
can lead to arithmetical exceptions. With this method, up
to 64% of all data objects of a 720p H.264 video decoder
were classified as unreliable [10]. A complementary ap-
proach for selective data protection at the hardware-level
is proposed in [24]. Furthermore, a classification database

Brought to you by | Universitaetsbibliothek TU Dortmund
Authenticated

Download Date | 8/27/15 2:16 PM



DE GRUYTER OLDENBOURG M. Shafique et al., Multi-layer software reliability for unreliable hardware | 175

is created for the operating system to enable flexible error
handling based on the error-affected data and the current
system conditions, like available slack time and resources
for error handling.

6 Reliability-driven operating
systems

The operating system has a key role in reliable execution
of the software. On one hand, it has the potential to dy-
namically implement reliability-aware scheduling and re-
source management policies (Section 6.1) and can imple-
ment generic services that enhance the reliability of appli-
cations that are oblivious topotential hardware faults (Sec-
tion 6.2). On the other hand, reliability extensions im-
ply additional constraints on real-time scheduling analy-
sis (Section 6.3). Furthermore, the OS forms the Reliable
Computing Base [25] of all other software-implemented
fault tolerance techniques and therefore requires special
care to be protected against hardware failures itself (Sec-
tion 6.4).

6.1 Run-time reliability management

In real world scenarios, a system is subjected to multiple
reliability threats, i. e., aging, process variation, and soft
errors. Towards this issue,we employ a dynamic reliability
management system dTune [14] that optimizes the reliabil-
ity at run-time while jointly accounting for soft errors and
cores’ performance variations due to design-time process
variation and runtime aging-induced performance degra-
dation. It performs three key operations. (1) First, it acti-
vates or deactivates the redundant multi-threading (RMT)
mode (i. e., thread execution with or without thread repli-
cation on different cores) for a subset of application tasks
out of many concurrently executing applications while ac-
counting for their resilience properties, the history of en-
countered errors at run-time, and the available number of
cores. (2)Afterwards, it performsa variation-aware task-to-
core mapping considering the tasks’ deadlines, task exe-
cution properties, and cores’ performance variationswhile
reducing the synchronization overhead when performing
comparison/voting for redundant thread executions on
different cores with frequency variations. (3) At the end,
it selects an appropriate reliable compiled version that im-
proves the soft error resilience while considering the task
deadline and core’s frequency. Compared to four different
state-of-the-art techniques, our dTune system achieves on

average 44% (maximum 63%) improved system reliability
for different chip configurationswith numerous variability
maps at different aging years [14].

6.2 Replication for binary-only programs

The previously discussedmechanisms require application
source code to be available.

To accomodate for the large range of binary-only ap-
plications, we developed L4/Romain, an operating system
service that transparently replicates binary programs us-
ing a software implementation of redundant multithread-
ing [9]. L4/Romain splits the application into amaster pro-
cess and N replica processes to leverage MMU-based fault
isolation. To minimize execution time overhead, replicas
execute independently on different CPU cores.

The L4/Romain master process (1) compares replicas’
states whenever they generate an event that becomes ex-
ternally visible, such as a page fault, a system call or any
other CPU exception. (2) The master acts as a resource
manager for all replicas. It maintains dedicated copies of
each resource (e. g., memory) for each replica to avoid re-
lying on hardware-level protection, such as ECC. (3) If the
replicas agree to perform a system call, the master proxies
this call and returns the result to all replicas before they
resume execution.

We showed that the accompanying execution time
overhead for the SPEC CPU 2006 suite of benchmarks is
less than 14% for TMR execution. Our experiments indi-
cate that CPU assignment needs to be done with care be-
cause replication overhead is influenced by application-
and hardware-specific properties, such as the event rate
as well as cache usage [26].

When replicating multithreaded applications, sche-
duling-induced non-determinism may lead to diverg-
ing application behavior even in the non-faulty case.
L4/Romain enforces deterministic execution across repli-
cas by instrumenting pthread lock operations and enforc-
ing identical ordering of lock acquisitions [27]. This instru-
mentation increases replication overhead to up to 65% for

Figure 5: Pipeline with fingerprinting.
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four worker threads in TMRmode, and heavily depends on
the replicated program’s lock acquisition frequency.

Software-level replication relies on an efficient vot-
ing mechanism to compare replica states. We integrated
a hardware-level fingerprinting technique [28] into the
CPU pipeline as shown in Figure 5. Our fingerprints im-
prove previous solutions by allowing the calculation of
per-context data and instruction fingerprints. Thereby ev-
ery replica generates a dedicated fingerprint and state
comparison becomes fast.

6.3 Real-time analysis for replication

Voting between replicas imposes several problems with
respect to real-time analysis. The biggest problem arises
as a consequence of the complex scheduling interactions
in large potentially heterogeneous multicores. Depending
on the task mapping to cores, other processes interfere
with replicas. This interference can lead to additional stall
timeswhen replicasneed towait for others to catchup. The
resulting scheduling problem is similar to other applica-
tions, such as high-performance computing (map-reduce,
OpenMP). These applications exhibit a fork-join structure
and have been studied by the real-time community for
a long time (e. g., [29]) but related work falls short to ob-
tain response-time bounds.

We provided an approach to determine a conservative
bound for the response-times for such fork-join tasks un-
der fixed priority scheduling [30]. We found that mapping
replicas to distinct cores does not always outperform re-
dundancy in space. This heavily depends on higher prior-
ity interference, actual mapping parameters, and the rate
of state comparisons.

6.4 Generating a dependable RTOS

While L4/Romain transparently provides reliability to
even existing applications, it still requires the underlying
OS kernel itself to be executed on reliable hardware to con-
stitute a reliable computing base (RCB) [25]. Our approach
primarily targets at the prevention and reliable detection
of faults across the complete OS, based on (a) construc-
tive measures to reduce the vulnerability of OS code and
(b) strict tailoring of the OS functionality towards the ap-
plication and hardware. We address the remaining SDCs
of the kernel execution path by pointer-less control-flow
structures, fine-grained assertions, and AN-encoding [31]
(an arithmetic data encoding also including control flow
and temporal information).

The concept of AN-encoding has already been taken
up in compiler- and interpreter-based solutions [32, 33].
Yet, these generic realizations are not practicable for re-
alizing a RCB – not only due to their immense overhead
of a factor of 103–105, but also due to the specific nature
of low-level system software. Thus, following our CoRed
concept [34], we concentrate the encoded execution to the
minimal necessary points, to keep the overhead on a bear-
able level [35].

The efficient application of such measures requires
a generative approach with system-wide optimizations in
the generation process, based on a detailed control-flow
model acquired by static analysis. It includes, for instance,
the task-specific specialization of system calls – similar
to Synthesis [36], but already at compile time (see Fig-
ure 6). However, existing static analysis techniques are re-
stricted till the application↔ kernel boundary (with the
notable exception of [37] that partly carries out the anal-
ysis into the kernel, but not out of it, i. e., it stops at the
kernel→application boundary). In contrast, we facilitate
(based on techniques adopted from [38] and the strin-
gent OSEK/AUTOSAR system model [39, 40]) static per-
CPU control-flow analysis across the kernel and its sched-
uler for the aggressive tailoring of our kernel and the ap-
plied dependability aspects.

The tailoring process is exemplified in Figure 6: By
means of a system-wide analysis (Figure 6b), calls into
the RTOS (such as the ActivateTask(𝑋) in Figure 6a) in
the application code are specialized per call-instance and
transformed so that they pass encoded parameters (such
as𝑋
𝑒𝑛𝑐

in Figure 6c) into the kernel; tasks that employ AN
encoding also at the application level can directly interact
with the kernel. The point here is that in either case the
complete kernel execution path is protected. All faults that
corrupt the kernel state or kernel control flow are reliably

Figure 6: On the basis of the original application (app.c) and the
system description (app.oil) a system analysis reveals the task
dependencies and the expected runtime behavior according to the
OSEK specification. Subsequently a tailored kernel (dosek.c) is
generated, where the expected behavior information is merged into
encoded system call parameters.
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detected – the RTOS can be trusted as a RCB for the imple-
mentation of application-level dependability measures.

We could already show [7] that employing a static
RTOS design (all tasks and resources are known at compile
time, as mandated, e. g., by the automotive OSEK or AU-
TOSAR software stacks) alone leads to a five times higher
inherent kernel resilience than a more UNIX-inspired dy-
namic design (that is, tasks and resources are allocated
at startup-time or run-time, as implied by POSIX seman-
tics and implemented in, e. g., eCos or FreeRTOS). These
results were obtained using a realistic embedded control-
system (the flight controller of an autonomous flight ve-
hicel), consisiting of 14 OSEK tasks and several resources,
events, and alarms.

However, first results with our additional measures
(strict tailoring, pointer-less kernel design, AN-encoded
kernel path) show that thereby we can significantly reduce
the number of SDCs.

With these techniques, we push software-based OS
dependability to its limits, as all remaining silent data
corruptions (SDCs) stem from faults that occur in a (very
small) window before the kernel is left and register values
have to be decoded to continue execution of the user-mode
program. At this point, hardware-measures have to take
over.

7 Conclusion
In this paper, we discussed how multiple software lay-
ers (i. e., application, compiler, and operating system) can
be leveraged synergistically to improve the overall sys-
tem reliability. Our optimization flow spans over multiple
software layers and requires important information from
the underlying hardware layers to accurately model the
reliability at software abstractions in order to bridge the
gap between hardware and software. Our software-level
techniques can be employed in conjunction with other
hardware-level techniques as – in a complex and highly
dependable on-chip system – all abstraction layers need
to be engaged to provide cost-effective reliability.

Funding: This work is supported in parts by the Ger-
man Research Foundation (DFG) as part of the priority
program “Dependable Embedded Systems” (SPP 1500 –
http://spp1500.itec.kit.edu).
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