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Embedded System Hardware

 Embedded system hardware is frequently used in a loop
(“hardware in a loop“):

 cyber-physical systems
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Communication:
Hierarchy

 Inverse relation between volume and urgency quite common:

Sensor/actuator busses
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Communication
- Requirements -

 Real-time behavior
 Efficient, economical

(e.g. centralized power supply)
 Appropriate bandwidth and communication delay
 Robustness
 Fault tolerance
 Maintainability
 Diagnosability
 Security
 Safety
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Basic techniques:
Electrical robustness

Single-ended vs. differential signals

Voltage at input of Op-Amp positive → '1'; otherwise → '0'

Combined with twisted pairs; Most noise added to both wires.

ground

Local groundLocal ground
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Evaluation

Advantages:
 Subtraction removes most of the noise
 Changes of voltage levels have no effect
 Reduced importance of ground wiring
 Higher speed

Disadvantages:
 Requires negative voltages
 Increased number of wires and connectors

Applications:
 USB, FireWire, ISDN
 Ethernet (STP/UTP CAT 5/6 cables)
 differential SCSI
 High-quality analog audio signals (XLR)

© wikipedia
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Real-time behavior

Carrier-sense multiple-access/collision-detection 
(CSMA/CD, Standard Ethernet) no guaranteed response time.
Alternatives:
 token rings, token busses
Carrier-sense multiple-access/collision-avoidance 

(CSMA/CA)
• WLAN techniques with request preceding transmission
• Each partner gets an ID (priority). After each bus transfer, 

all partners try setting their ID on the bus; partners 
detecting higher ID disconnect themselves from the bus. 
Highest priority partner gets guaranteed response time; 
others only if they are given a chance.
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Time division multiple access (TDMA) busses

Each communication partner is assigned a fixed time slot
Example:

http://www.ece.cmu.edu/~koop
man/jtdma/jtdma.html#classica
l

 Master sends sync
 Some waiting time
 Each slave transmits in its time slot
 Variations (truncating unused slots, several slots per slave) 

exist
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Advantages of TDMA-busses
over priority-driven schemes

 Provides QoS guarantees in networks on chips
 TDMA resources support temporal composability, by  

separating resource access of different subsystems
 TDMA resources have a very deterministic timing behavior
 Can be made fault tolerant
 Support error detection
 Support error contention, i.e. a faulty subsystem does not 

affect the correct behavior of the remaining system
 Often applied for single processor scheduling to enable 

composable and hierarchical scheduling.
 Example: ARM AMBA-bus

[Ernesto Wandeler Lothar Thiele: Optimal TDMA Time Slot and Cycle 
Length Allocation for Hard Real-Time Systems, ASP-DAC, 2006]
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Other basic techniques

 Fault tolerance:
error detecting and error correcting bus protocols

 Privacy:
encryption, virtually private networks
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Sensor/actuator busses

1. Sensor/actuator busses: Real-time behavior very 
important; different techniques:

Many wires          less wires              expensive & flexible
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Field busses: Profibus 

More powerful/expensive than sensor interfaces; mostly serial. 
Emphasis on transmission of small number of bytes.
Examples:

1.Process Field Bus (Profibus) 
Designed for factory and process automation.
Focus on safety; comprehensive protocol mechanisms.
Claiming 20% market share for field busses.
Token passing.
≦93.75 kbit/s (1200 m);1500 kbits/s (200m);
12 Mbit/s (100m)
Integration with Ethernet via Profinet.

[http://www.profibus.com/]
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Controller area network (CAN)

2. Controller area network (CAN)
 Designed by Bosch and Intel in 1981;
 used in cars and other equipment;
 differential signaling with twisted pairs,
 arbitration using CSMA/CA,
 throughput between 10kbit/s and 1 Mbit/s,
 low and high-priority signals,
 maximum latency of 134 µs for high priority signals,
 coding of signals similar to that of serial (RS-232) lines of 

PCs, with modifications for differential signaling.
 See //www.can.bosch.com



 -  14 -technische universität
dortmund

fakultät für 
informatik

 p.marwedel, 
informatik 12,  2009

Time-Triggered-Protocol (TTP)

3. The Time-Triggered-Protocol (TTP) [Kopetz et al.]
for fault-tolerant safety systems like airbags in cars.
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FlexRay

4. FlexRay: developed by the FlexRay consortium
(BMW, Ford, Bosch, DaimlerChrysler, …)
Combination of a variant of the TTP and the Byteflight 
[Byteflight Consortium, 2003] protocol.
Specified in SDL.

• Improved error tolerance and time-determinism
• Meets requirements with transfer rates >> CAN std.

High data rate can be achieved:
• initially targeted for ~ 10Mbit/sec;
• design allows much higher data rates

• TDMA (Time Division Multiple Access) protocol:
Fixed time slot with exclusive access to the bus

• Cycle subdivided into a static and a dynamic segment.
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TDMA in FlexRay

Exclusive bus access enabled for short time in each case.
Dynamic segment for transmission of variable length information.
Fixed priorities in dynamic segment: Minislots for each potential sender.
Bandwidth used only when it is actually needed. 

ht
tp

://
w

w
w

.tz
m

.d
e/

Fl
ex

R
ay

/F
le

xR
ay

_I
nt

ro
du

ct
io

n.
ht

m
l



 -  17 -technische universität
dortmund

fakultät für 
informatik

 p.marwedel, 
informatik 12,  2009

Time intervals in Flexray

show flexray animation
from dortmund

©
 P

rof. Form
, TU

 B
raunschw

eig, 2007

 Microtick (µt)   = Clock period in partners, may differ between partners
 Macrotick (mt) = Basic unit of time, synchronized between partners

(=ri×µt, ri varies between partners i)
 Slot=Interval allocated per sender in static segment (=p×mt, p: fixed (configurable))
 Minislot = Interval allocated per sender in dynamic segment (=q×mt, q: variable)

Short minislot if no transmission needed; starts after previous minislot.
 Cycle     = Static segment + dynamic segment + network idle time
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Structure of Flexray networks

Bus guardian protects the system against failing 
processors, e.g. so-called “babbling idiots”
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Other field busses

 LIN: low cost bus for interfacing sensors/actuators in 
the automotive domain

 MOST: Multimedia bus for the automotive domain (not 
really a field bus)

 MAP:MAP is a bus designed for car factories.
 EIB:The European Installation Bus (EIB) is a bus 

designed for smart homes. European Installation Bus 
(EIB)
Designed for smart buildings; CSMA/CA; low data rate.

 IEEE 488: Designed for laboratory equipment.
 Attempts to use standard Ethernet.

However, timing predictability remains a serious issue.
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Wireless communication
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Wireless communication: Examples

 IEEE 802.11 a/b/g/n
 UMTS; HSPA
 DECT
 Bluetooth
 ZigBee
Timing predictability of wireless communication?
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Embedded System Hardware

 Embedded system hardware is frequently used in a loop
(“hardware in a loop“):

 cyber-physical systems
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Output

Output devices of embedded systems include
 Displays: Display technology is extremely important. Major 

research and development efforts
 Electro-mechanical devices: these influence the 

environment through motors and other electro-mechanical 
equipment.
Frequently require analog output.

Naming convention:
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Kirchhoff‘s junction rule
Kirchhoff‘s Current Law, Kirchhoff‘s first rule

Kirchhoff’s Current Law:
At any point in an electrical circuit,
the sum of currents flowing 
towards that point is equal to the 
sum of currents flowing away from 
that point.
(Principle of conservation of 
electric charge) i1 + i2+ i4 =  i3 

∑ =
k ki 0

Formally, for any node in a circuit:

Example:

i1+i2-i3+i4=0

Count current flowing away from node as negative.
[Jewett and
Serway, 2007].
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Kirchhoff's loop rule
Kirchhoff‘s Voltage Law, Kirchhoff's second rule 

The principle of conservation of energy 
implies that:
The sum of the potential 
differences (voltages) across all 
elements around any closed circuit 
must be zero

Example:

∑ =
k kV 0

Formally, for any loop in a circuit:

Count voltages traversed against arrow 
direction as negative

V1+V2-V3-V4=0

V3=R3×I if current counted in 
the same direction as V3

V3=-R3×I if current counted in 
the opposite direction as V3

[Jewett and Serway, 2007].
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 Operational Amplifiers (Op-Amps)

Operational amplifiers (op-amps) are devices amplifying the 
voltage difference between two input terminals by a large 
gain factor g

-

+ Vout
V-

V+

op-amp

ground

Supply voltage
Vout=(V+ - V-) ∙ g

For an ideal op-amp: g → ∞

(In practice: g may be around 104..106)

Op-amp in a separate package 
(TO-5) [wikipedia]

High impedance input terminals
⇒ Currents into inputs ≈ 0
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Op-Amps with feedback

Vout = - g ∙V-     (op-amp feature)
I∙R1+Vout-V-=0  (loop rule)
⇒ I∙R1+ - g ∙V- -V-=0
⇒ (1+g) ∙V- = I∙R1

In circuits, negative feedback is used to define the actual gain

-

+ Vout
V-

op-amp

ground

V1

R1

R
Due to the feedback to 
the inverted input, R1 

reduces voltage V-.
To which level?

I

0
1

lim 1
, =

+
⋅=

∞→− g
RIV

gideal

g
RIV

+
⋅=⇒ − 1

1

V- is called virtual ground: the voltage is 0,
but the terminal may not be connected to ground

loop
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Digital-to-Analog (D/A) Converters

Various types, can be quite simple, 
e.g.:
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Loop rule:

Loop rule*:

Junction rule°:

Hence:

Finally:

Output voltage ~
no. represented by x

Op-amp turns current I ~ nat (x) into a voltage ~ nat (x)

R
V

xI i
ref

ii ×
×= −32

Ii∑=
i

iII



Junction rule:

*°

I ~ nat (x), where nat(x): natural 
number represented by x;
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Output generated from signal e3(t)

Assuming 
“zero-order 
hold”

Possible to 
reconstruct 
input 
signal?
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Possible to reconstruct input signal?

 Necessary condition: Nyquist criterion met
 Let {ts}, s = ...,−1,0,1,2, ... be times at which we sample g(t)
 Assume a constant sampling rate of 1/Ts (∀s: Ts = ts+1−ts).
 According sampling theory, we can approximate the input 

signal as follows:

[Oppenheim, Schafer, 2009]

Weighting factor 
for influence of 
y(ts) at time t
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Weighting factor for influence of y(ts) at time t

Influence at ts+n=0



 -  36 -technische universität
dortmund

fakultät für 
informatik

 p.marwedel, 
informatik 12,  2009

Contributions from the various sampling instances
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(Attempted) reconstruction of input signal
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How to compute the sinc( ) function?

 Filter theory: The required interpolation is performed by 
an ideal low-pass filter (sinc is the Fourier transform of 
the low-pass filter transfer function)

fs

)(
)(

ty
tz

fs /2

Filter removes high frequencies present the step function y(t) 
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How precisely are we reconstructing the input?

 Sampling theory:

• Reconstruction using sinc () is precise

 However, it may be impossible to really compute z(t) as 
indicated ….



 -  40 -technische universität
dortmund

fakultät für 
informatik

 p.marwedel, 
informatik 12,  2009

Limitations

 Actual filters do not compute sinc( )
In practice, filters are used as an approximation.
Computing good filters is an art itself!

 All samples must be known to reconstruct e(t) or g(t).
 Waiting indefinitely before we can generate output!
In practice, only a finite set of samples is available. 

 Actual signals are never perfectly bandwidth limited.
 Quantization noise cannot be removed.
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Embedded System Hardware

 Embedded system hardware is frequently used in a loop
(“hardware in a loop“):

 cyber-physical systems
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Actuators

Huge variety of actuators and output devices, 
impossible to present all of them.
Microsystems motors as examples (© MCNC):

(© MCNC)
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Actuators (2)

Courtesy and ©:
E. Obermeier, MAT,

TU Berlin

http://www.elliptec.com/fileadmin/elliptec/User/Produkte/Elliptec_Motor/Elliptecmotor_How_it_works.h

http://www.piezomotor.se/pages/PWtechnology.html
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Stepper Motor

 Stepper motor: rotates fixed number of degrees when 
given a “step” signal.

 In contrast, DC motor just rotates when power applied.
 Rotation achieved by applying specific voltage sequence 

to coils
 Controller greatly simplifies this

http://www.cise.ufl.edu/~prabhat/Teaching/cis6930-f04/comp4.pdf
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Secure Hardware

 Security needed for communication and storage
 Demand for special equipment for cryptographic keys
 To resist side-channel attacks like

• measurements of the supply current or
• Electromagnetic radiation.

   Special mechanisms for physical protection (shielding, 
sensor detecting tampering with the modules).

 Logical security, using cryptographic methods needed.
 Smart cards: special case of secure hardware

• Have to run with a very small amount of energy.
 In general, we have to distinguish between different 

levels of security and knowledge of “adversaries”
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Summary

Hardware in a loop
 Sensors
 Discretization
 Information processing

• Importance of energy efficiency
• Special purpose HW very expensive
• Energy efficiency of processors
• Code size efficiency
• Run-time efficiency
• Reconfigurable Hardware

 Communication
 D/A converters
 Sampling theorem
 Actuators
 Secure hardware (1 slide)
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